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Curve25519E- ©]8-3k Kybere] SETUP =213 5=
NTRUIES7} 288 R TLS(E]Q2) B2 2203 55
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B TTA ARSATFS1YS A4t 233} A

B AERIESER FF3) Agh
2 "= | J0TFS-0250.

B AERIEMISRER £F3) AR,

24, 10TFS-0251.

2

e} A} olF 0FY S

p A7l AR FRAE T O 717F 2022.9.1.~2023.8.31. A7) EY

W24 g 2ZEMXASoftmax) U e LE7E F=sh] |3 vE v AlE
CUDA C 7|9tk 114 o] ujztrlgof] thgk PBKDF2-HMAC-SHA Family 1<%
T NS HESS AHI2E A% SDINGEIZ AeAd AW UESD) 7Nk o] HolH

“FA7I 2 FA ol et
“HoF ke ERdzol U A% A

dl}o

O 1o

A7

718 (&2l )

2l

ol &are]

X

% 587 YA | 9556,860800 | 5,942,281,771
d
| s SEERL AR | g | sl
1| a2021-0578 | Healg % 2 8T RSE Y ) sr=det | 20801200 | 100,000,000 | 28812966
2 | A2021-0586 | Qce® IS - FHY FA B w7 | AP0 670,251,000 | 280,828,545
3| A2oz1-0587 | YIS, SUIEFT, 4871 B e o | 2010820 | 456,163.800 | 104,749,680
4| A2o1-05g8 | WO, EFUSAANTT SIS Qv LA 549723000 | 141,836,352
5| A2022-0172 | g0 KOMVP A5 0078 W& 20203 L1 550,000000 | 125,000,000
6 | A2022-0196 | dm-crypt® 714k 58 7)Y AT A 03T | 130,000,000 | 48,619,540
7| Acoze-02s5 | A T B FET WAL & 20U 85500000 | 17,100,000
B | A2022-0258 | Aoy Sk o, By P SR A A O 47500000 | 23.750,000
9 | A2022-0309 | JRF e 018 | 158,775,000 | 85,595,000
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2022-06-01~

10 | A2022-0467 | =28 <45A4H] A& Ag A= €9 2022-08-31 55,000,000 16,500,000
eSM ZHEZ 8 I35 ¢ugl= X8 2 7] | 2022-08-01~

11| A2022-0469 | g 22 ° S711-30 | 51.600,000 | 25,800,000
gsmA tedy $F WEYI 71< | 2022-07-01~

12 | A2022-0474 T2 2022-12-31 60,000,000 80,846,567
- 2022-09-19~

13 | A2022-0525 | BEEH 7o) &9 S05-00-35 | 10,100,000 | 10,100,000
FAREEA AWALL TELIANNL | 500 09 05

14| A2022-0547 | 73E ST 5G VI KOMVPA$ 1012 | o5 1575 | 55.000.000 | 4,000.000
<
V AJZFAolA Bt = AHAF =T A | 2022-10-11~

15 | A2022-0552 2} °© 2022-11-30 38,000,000 38,000,000
Qb3S MY 0T &4 37 :Il?'?‘% 4 2022-11-01~

16 | A2022-0617 | 3F A A S HA3) 9 HQF Z2E 2023-04-30 250,000,000 | 250,000,000
2 A% 4
GPU/ASIC 7]4F s dvyg]E w43 A | 2023-01-01~

17| A2023-0029 | 215 20 A 2 G ara o) 505 1o-51 | 330,000,000 | 264,000,000
SR EANL-ALTHEG) AFS ¢35 | 2023-01-01~

18 | A2023-0044 Hol 7]%7]]%]_‘2 /zf) e © 2023-12-31 250,000,000 | 250,000,000
FAAFE Ao dinlgk B4k &2 | 2023-02-24~

19| A2023-0060 | & 5T oL Sl S ST ko) | 2094c02-23 | 90.000.000 | 90,000,000
FI1AA Z= dHEHE r|e A & | 2023-01-19~

20 | A2023-0072 | i) ° S5 1o-5] | 660.000.000 | 660,000,000
ALY s kst A4 s
A5E 93 & Hx Bl YWAIE 4 | 2023-03-01~

21 | A2023-0077 ZouAASe BA 71e ¥ Hel Za | 2023-05-31 32,500,000 32,500,000
EZS THSE0G/5)
QEANIAIE 2-tule] 2~ Hed 7H&7] 2023-01-01~

22 | A2023-0087 | AAIE fgEIAE 7 HIFHE HS 1o 139,000,000 | 81,000,000
2 Hig71E AER) 2023-12-31

)8 3o QbAA =L F8Ae #H | 2023-03-01~

23 | A2023-0090 | 3 "e1 L33 ° ° 0o-0g | 67.791,000 | 67.791,000

24 | A2023-0109 | &4 AE A MO FEAA A qo_ 210,000,000 | 165,600,000
a2 2023-12-31
AT AW 307 FELTEZ | 009 03-01-

25| A2023-0115 | tigk SW/HW Fax5A3 2 FHATEA nNo_ 131,246,000 | 131,246,000
o TL(2/5) 2024-02-29
ot G 7 ARgAE A 3xkd QI | 2023-03-01~

26 | A2023-0142 E_H/;j—%o—??]f& A A 712 A7E33) 2024-02-29 95,818,000 95,818,000
5G+ AMulx~ g BAS 9 oA Al | 2023-01-01~

27 | A2023-0162 | 254 5% & O S0515-3] | 100,000,000 | 72,000,000
FAH HREEA BAS 9% 6G &R | 2023-01-01~

28 | A2023-0164 ?‘i UAE 71972 AH3/4) 2023-12-31 150,000,000 | 108,000,000

29 | A2023-0166 | ICT HEAT4) SCR-Friendly d1%7] ¢ | 2023-01-01~ | 340,000,000 | 100,000,000
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5 9 88 RE ARQRAAEE 2023-12-31
30 | A2023-0167 | 2077 71W 6G cle gl Aumeh 7ie < | 20230V 0L | 363,000,000 | 280,000,000
31| Azop-o170 | 2 WA HEAS T HEAS A1 | B0V 120000000 | 65.450,121
32| A2023-0195 | A1 GmsbE w4 e e | DEE0LO0L | 80,000,000 | 80,000,000
33| A2023-0204 | BS7IE GERE LA HIOTE A5, 3 | 208 0021 100,000000 | 78.574,000
34| A2023-0207 | I F SAT, G GEERA SmEsel | 0ROl 70000000 | 70,000,000
35 | A2023-0208 | 3= 8°L 2y A S LR g | AEEOLOL | 50,000,000 | 50,000,000
36 | A2023-0209 | S S5 FHBYE TEAEA AT AL 90000000 | 90,000,000
37 | A2023-0310 | WSl TF B A7) AR AT oia | 85500,000 | 68,400,000
38| A2023-0331 | SPILES SMES AT SRS A | Q0O 75000000 | 75000000
30| A2023-0332 | 5o Sl S Bty S | A1 50050000 | 25,025,000
40 | A2023-0348 éﬁ%@%&éﬁ CE s 0o 0l | 500,000,000 | 242,000,000
41| oozs-o356 | ST $ FEAH@PO W o185G | 2020525~ | 36000000 | 25,800,000
42| A2023-0373 | 2= S WA 71E AG AR T 2806 08 | 318500000 | 159,250,000
43| B2022-0005 | 54 =R aiorays A A a8 0L | 566.160.000 | 173,577,000
44| B023-0005 | § RS SE ot T E® ) 808 Ok | 700,783,000 | 514,542,000
45 | Goo2-0020 | % I9TE AT GERE AGS A L2001 | 44000000 | 33000000
46 | 52022-0051 | o Ui s ek T E TR Ze2 00Ol 26400000 | 7920000
47| s2022-0052 | gfOIEMASE TN RS VIZIHE A 20220916 |95 000,000 | 11,000,000
48| $2022-0091 | DRAM Security 714 @7 Felse avst | D220T001 6,000,000 | 26,400,000
49| $2022-0099 | DSTATH4 PQC $Adud71& A | D22 08091 33000000 | 33,000,000
50 | S2022-0100 | PQC F-ALUA 5714 S R 0801 | 88,000,000 | 88,000,000
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51| 52022-0113 | PQC 21224 7% &1 D10 35,000,000 | 35,000,000
lolEntA ¢ta AARAY 7lE T | 2023-03-01~
52| 52023-0016 | = oo 2094-00-98 | 16:500,000 | 8,250,000
. _ 2023-01-26~
53 | S2023-0019 | A% PQC ## 74 2093-07-3] | 88,000,000 | 88,000,000
= = 7= = = 2023_03_15~
54 | S2023-0029 | YEEEHZSAFK-CMVPIIZ &9 2093-11-30 | 50,000,000 | 22,000,000
~ 2023-03-01~
55 | $2023-0037 | PQC th’d N 73 A=A 3 2093-19-31 | 77:000,000 | 23,100,000
2023 = stu-AMELA FE EJA 28] | 2023-04-01~
56 | 52023-0042 | 9% bo} sletaiel e -le) 2094-02-29 | 165,000,000 | 82,500,000
g AN AL JPsE FolEukxs | 2023-05-01~
57| S2023-0048 | oy g “a/sa] Y] ol 9093-08-3] | 22.000,000 | 11,000,000
58 | 52023-0068 | AtelMmol % AnnE s1% wg g9 | FEE00T 33000000 | 33,000,000
1 FoAng dF9F
11 5 2 3ie7|8 I 5 43
GE 3-D 2 1d97K2022.9.1.-2023.8.31) ol sAIE Fodniar 1919 AR, A3A, sl & A1 = A4
Fzo(39): AYD)
3 = 349712017.1.1.-2019.12.31) A7 | HZ 1)d7H2022.9.1.~2023.8.31.) .
(AR BTN L) Sk -
¥ ﬁ; :Jq‘/':';"’ + 9,858,736 5,440,112
AYA(ZW) A7 F3
% = 763,070 502,170
1 AT FF F 0 0
GEBDET
O|FAIBAE FAnF F 10 1
103 &= d9Y] 59 1,062,180 540,207
12 973 &
@ FoAus ATFHEEY 54
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A study on cloud data access through browser credential migration in Windows environment
v' Windows #7349 thefst BalbeAlolA ARgAL Z|dldSs ARSS Seh9-E HlojE] &5 WS AAIT
DIM-based Random Number Generation Using Quantum Noise Resources
v 71&9] UAS Ezfg #2(UTMell AREEl= DIMe] b= A 9] SIS E3dhal, ¥4 s AHdE ol &
stod DIMolA b5 sk WS AlRBSHA=
Analysis of Distinguishable Security between the One-Time Password Extraction Function Family and
Random Function Family
v OIP HIEQ F= HAdA AREHE s 78 7hsth Bod SHolA 3
gdozx OIP = o= ddee Ae = sfjdeo] vis] 8 7s3k Bt SHolA Hefsit=
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Rider Optimization with Deep Learning Based Image Encryption for Secure Drone Communication
v A 2UEH Augedd Evbael Bek B4 8l 2R Z2AsE 95 ouln dEsh /i uek =
£ B2ODLE-SDO) 71W& &8 HA o] Hds Altat=
“Energy Optimization Techniques in Underwater Internet of Things: Issues, State-of-the-Art, and Future
Directions”
v AgellMe] = Al °1EJL*(UIOT?° E}"hz %% ool A zr&o}ﬂﬂ EMdlE= &8 R, VL, RF, MI 5
5

n°l'
O{l
FIF
oot
e 5
2
e
ich
m{m
M
T

|

A} OHHZI 25} 7]501 vﬁo}ﬂ ol UIoT HES =9 OHHZI Aﬂﬁ} olqrel FF N Wkl
sl AAIE

Practical Entropy Accumulation for Random Number Generators with Image Sensor-Based Quantum Noise

Sources

v 45 A ZEE] THto] HE depe]] B3 ATE o]u|A] AlA 7N A b AT o] tig AEES] &
2 s A

End-to-End Post-Quantum Cryptography Encryption Protocol for Video Conferencing System Based on

Government Public Key Infrastructure

v' End-to-End F4lellA GPKIE 2-83h= 3|9 Hel A28 75 WAe Ag

Session Management for Security Systems in 5G Standalone Network

v 71& NFGWollA= AstA] &AIRE 5G SAS] HQE Alz=Hloll= REEA] #4833 AFRALE 97 &8
Al Al #E 7Y

Towards Intelligent Attack Detection Using DNA Computing

v' DNA ZAFH(ADDO) 7|¥ A5d &4 &AE Abg

Smart Collaborative Evolvement for Virtual Group Creation in Customized Industrial IoT

v" VGC(Virtual Group Creation)E ¢]%+ SCE(Smart Collaborative Evolvement) W22 #|o+gh

Blockchain-Based Privacy Preservation Scheme for Misbehavior Detection in Lightweight IoMT!

Devices

v AT BEEARIS AF sEED] AEd e JIwtew A IoMT X, 53] QlF A
(AP oA kg 225 AR % 84U MAAR BT ZYAIE At

A Smart Retransmission Mechanism for Ultra-Reliable Applications in Industrial Wireless Networks

v AR a7 S ATHORE FF7] Al A HolHE AXAEE  dve FEF A6l
B 35(0SP) HAYZS At

APSecl.0: Innovative Security Protocol Design with Formal Security Analysis for the Artificial

Pancreas System
v AEsE Pyo] eas FstHoln Z2EZo] 21T Fgol A9l APS

rlot

tlo

37

o

A& wol

[kl

_44_



> = A
m Skinny-128-384 ¢} Romulus-N 2] SITM ¥4

2EEZS AR
Towards secure asynchronous messaging with forward secrecy and mutual authentication
v =% ZY dastet A 7nk wiAold s EE Adste] HE 7hed A ZIHE wjx|H o] F]
71 AEst vAUSolg= M2 4338 7|8 84E At FAAd FAEE At
An Enhanced Deep Learning Neural Network for the Detection and Identification of Android Malware
v AMDI-Droidet= otd o =RE Android ZXE REsr] 98] addo= /e As A%
< AAZE
Exploring Reliable Decentralized Networks with Smart Collaborative Theory
v 2nlE 9 o228 yuloz FZex 9 AR RE 71%5S 34A7]7] 98] RDN(Reliable
Decentralized Networks) A]2~®l-S A<t
Chosen-Ciphertext Clustering Attack on CRYSTALS-KYBER Using the Side-Channel Leakage of
Barrett Reduction
v NIST PQC KYBER®] Barrett reductionollx] #sh= HaAd 758 0|83ty FAsh= A8 458 76t
SYZHY 34 ASH
Deep-Learning Based Nonprofiling Side-Channel Attack on Mask Leakage-Free Environments
Using Broadcast Operation
v geld ¥ broadcast 4kS 7IREOE 7] B4 AEEC] & HIZEAYY FAE £4S AN
Optimized Implementation of PIPO Block Cipher on 32-bit ARM and RISC-V
v’ 32-bit 831 ARM RISC-V oA E59& PIPO) thst A3} 73 Weks AlRbe=.
ignature Split Way for PQC-DSA Compliant with V2V Communication Standards
v PQC-DSAE E&ste] V2V Z2EF oA &K o2 A4lo] 7lsdh 43} ks Asts-
AVX512Crypto: Parallel Implementations of Korean Block Ciphers Using AVX-512
v AVX512 7oA Tefet Ul E5YUT HA st ek AR S

v Hajd AHRE o]g3s}ke] Skinnyl28-3849F Romulus-N &30l thghk A2 STM 345 Aokgh

i0S 8ol Me] € & olE|HE B4 2 Fedd -8 uiol A

v I0S BHA AMSEE dY BY oHHES B451a oleld olHHES WA WA &8st
URES AAIE

E25 o453l 9 gl gzl tigk B35} wiel A

v EF 9353 9 W 7% AlFsH= Cryptomator2t Norton GhostE #4313, dlolE] B33} WokS
A AIS

Dm-crypt 719 t58} ARE &4 ZAF 9 9 dlolE] 3] Hat

v' Windows 7ellA dm-crypt 7|9t 4535t =79 AR &4 ujot WhiF olE EE i ¢45st &

A2 Z GPIAYE BT GERES BESl] FA WY SE 7 ol 9 okHd
AF 7% WPEE AY, Aol FuIF Y= H2E WEE ATY

T%F o= Ao x9] 71818 Z|uk Ao Bl Ad v

_45_



v

Beer-Lamberte] 421 WA} 715154 Be& ol g1l F% bubbleo] Tt 214 A'D e THO
2 A2, 29 8 5% 790 1 P 452 ABUoIMoR NG

B NTRUZS ZE3 stolHt Al BHE ZT2EFS 0|83 F8§ T APl 379 A AA <kAA

¢

738t
v NIST AR T2 32k FH dag]Eol e NIRUS AHgshe stolBe|= Al 7] wgk 7]
He AR s BNF
B EYutxs s RE A8 7Hsd CRYSTALS-Kybere] 249xd 347 P ete] ZhA2 Bt 9
4
v

v

> =l
m A
v

A 7 Akt

m 5F AA ElolEle] SNS EoE) Auls A B TR
Al

S BAL AgSl] 2T Tl F de A HolHE Auel A% F shs HolEY Aesie]
SNS o] QEET Qe AZES A R PR B AZES TE) S8 £F B Asdw
A

olF 837 1% =Sl TN oM FH AllEelE THE FEI A olFY B4
25E 7539
33l

study on cloud data access through browser credential migration in Windows environment
AR A|dE-S &8st SR HolE 85 WHS Windows $79] thefst HeleAloa A3dst
I AT AAE AR

m Study on MC-Optimal S-Box Circuits

v

gsstH o= kg S-boxE TS| fI8l aHsiof she MCE 48t #& o] MCE Zte S-boxE

e e AL

B Pros and Cons of Switching between LTE and Wi-Fi in Maritime

v

" A
v

gt g5 B0 UiFe] HlelHE RSkl F AME HEstr] ozl W, Federated
Learning(FL)-& tjrfo] 2 A4 Shg-& et T AH=E HolHE AFehA] il 2dS o]
EY F e a3E0 S AN
Survey of Deep/Machine Learning in Maritime Communications

aeF HESA EZ2A A mAldeds 83 Tkt allef 10T 2 Fie A2 AR Akl tis)
AN REGGUTE =8, A AR, B dolE &4, 28al ARERJIEUI0DS 36t olEd AlE
oS FATIE ol sl 7

® End-to-End PQC Encryption Protocol for GPKI Based Video Conferencing Systems

v

spg 31o] A2sle] End-to-End ZRESe] PRIPLEE 83K I50] GPRIZ HESR= B AR

B Differential Fault Attack on AES using Maximum Four Bytes Faulty Ciphertexts

v

AES 9F5 2melze] 92esolAl o) vl vlolEd] oF7} FAHRL we] EEe Fo wusE
RSk A OF FAS ANG

B Simulation of Vehicle-to-Vehicle Communication based on selected PQC-DSA

_46_




v H®Z3E 93 FA3E PQC-DSAS 9o 2 VoVerifiere] A A4 2@ AZHAS Aotslae.
B AVX512Crypto : Parallel Implementation methods of Korean Block Cipher using AVX-512
v AVX512 704 ket wu E5UT HAH ) IokE ARbsHA S
B AVX512Crypto: Parallel Implementations of Korean Block Ciphers Using AVX-512
v AVX-512F o] &3t 3= EF ofE WY 71 7N AU
m High-Performance Kyber implementation on ARMv7-based ARM Neon Technology
v ARMV7 7]5+ ARM Neon 7]&ollAe] 114% Kyber 78 7S AlekslsdS-
B Accelerating Key Derivation Function on GPU Architectures
v GPU Architecturesol 412] Key Derivation Function 7153} 71H-S A9k S
W Efficient Implementation of Kyber on MSP430 Environment
v' MSP430 3740l 4 <] Kyber 8 AZXIEC] Tt HH3} 7|HE AgtetHL-
m [mplementation of Montgomery Reduction and Butterflies for CRYSTALS-Dilithium on RISC-V
v RISC-V g7l CRYSTALS-Dilithiume] Montgomery Reduction & Butterflies 7+& 71¥H-& Aeksl3ie-
B V2V-MHT Accelerated V2V Authentication Framework using Merkle Hash Tree
v" Merkle Hash Tree (MHDE &-8-3F V2V-MHT Z2EZ-S A5+
B Optimization Study of Parallel Implementation
v B8 T opEA S HA3 7HS Al S
m Tabling GHash in LEA-GCM and optimizing
v LEA-GCMell 4 2] GHash Tabling H#3} 71"-& Aret2-
W Efficient implementation of multiplication reduction over NIST prime P-384 for 8-bit AVR Processor
v 8H|E AVR ZZMAE 2|3+ NIST 44 P-3849)412] multiplication reduction 23} 7He Akl -

> = g3
B NIST LWC #H=% 31X Ascon-XOFel tfgh bxAd £
v H]= NIST LWCe| HE5 R Ascon—XOFoﬂ g FE% 348 B48kal, MILP solverg o]g3k] 340l
&Aoo 7 AL F Je A& E Aot

B Y = TeamUp#} Agit Hlo|EjH|o] 2 —“i.—iﬁ} It 2 olgHE B4 AT
v A doles Shasielel AReks WY B9 TeamUpsh Agit® ¥Afle] Hlo|EE Basaln of

e BAS S
B =3A] HHolEE g ¢S 10T UESA dF
v dEeA &Edke AT Ae SAR ARAA BAIE S5I] A8 @5 0T VIESIA oIFAE 7
%’6}04 53] HlElelE] 759 AE ThsAS AT
m Key factors for Maritime Communications: Challenges and Trends
vl AlzRlellA a9l A RS ffel s AAfell oEske HEAR] WA miled 7wk gk
o] e vlash, MAleldS E-8ste] AR JiA ke AAIG
B Federated Learning-Internet of Underwater Things
VoAl AAEE BekRE 5 Huke] 28] HolE o] TRl wel, &R tlolE AES AlETt
= s Bl HA s Al sl Ted
B omFAA ZRE A r]ol A8 TR B8R JIERY] 4 Wy
vooolu|A] AlA 7Rk A7) IERY] A WS AAISIAL e Atk A LdarelEe
32 7S By
W Jetson nano f73lM ] A oSz Gy e %1;
v A% A £S5 CHAM—.‘_—’-: g3 A& HEs

o




& W71kl B AES e 289 R 582 B
Y FeY P Ghly)o) A dER Ad4 Alg
4

HE ol 8 7hed dddy] A H2E s AAlslal a84ds sk g Rl
gk 244 AFe A3 Rt §839US 1Yl
m AY LS 4T O°ﬂ ohd =elQl A% vy 7)Y
v A" X5 4% PIPO° tigh st=do] Rad 24 dierHoR =]l AF vk TYe A83

HHHS A /\]61-
B CRYSTALS-KYBER t}&h2] #5419 st=go] e 3ol
v NIST PQC KYBER®] st=go] BME 73 thal] FAlol
A nitke] 34 As W3k Folg £
B SEED mp27o] oz HAapd &4 FHoRa ti87H
v BES SEEDO| w7 Tl oisl] 13k FAld B4 2l FHebds Kolal ofof] the i HS AAIEk
B Sl=9o] 738 CRYSTALSKYBER t&& Hlw 4kel Oigh Hajd £
v gteglol 739 NIST PQC KYBER®] tfiagold #ollA s ludLhs thdom AHiEA
Fall HYIE Hshs WES AAER
B DDR4 DRAMO] A3ZE9|o] 7]k Rowhammer 73} AAta}l @ F5<¢) 7]8F Ehammer 7]Hol #3F A+
v' DDR4 DRAM®| wWRE]lE& WEs= AZEFo] 7|¥k Rowhammer 3434 HAu eR/F¢) 7w
Ehammer &-4-& vl £49%h
B Hw A4k 7 AEAZE CDT Aol g o oty 124
v PQC &arg]Fel Bol AREEE d=rARE CDT AE9
A8 AT
B S ESO yPJune] d/EAE T &Y
v EERS JPuEY &9 9 AN FAEE dAuE o8 29 Ads s WS Aljksh
B Google A} Project Vault AES-128 dt=9o] wEo| thdk o A &
v Google Akl AES st=gllo] 73 2821 project
7oA ARste] vgrE £4F
B ZufEE f2EFo] jst] e 2 A A et
v ZUEES YaE o] st mE w2 HAg Aol E o] &3A 29AE-S sk WS Ak
B g 248 53 USM BA4 Hal 58 JF
v USIMef| tigh g 4] 53s d7stal &% A7 ks AAEk
B KpqC A 1 AlMerol] tigh 734 2 27+ 34
v KpqC AAA TR AlMere]l thet A E 843 Q/FFUSA S Atsta MCU sHdolA AdEs
T3

e
1

>R
a4

R
&

fe)

=4 7S AAskaL HE

o

BT B SEAN AU R PRIUYE PO TF PRI K 352 204
B

_48_



@ olTAE FAug 53, Vleold, Fd 4F ¢4

> s
ool AR BHY A Alo) Az B P (
v opAact 057 HlolHE
Halod o515 HlolEE AEa}H, DIMo) thaled Aol W) 7] Bl sl
HelShe 3 o151 H FU A2HE AN

B 5G SIDF ¢5xe|dx 2 1 9 (53

ol
dn

TSt 717 AE7)1E FE3a 717] AE7E V22 dRIEt JIE A
fe) N
=

v’ B9 GPUGraphic Processing Uni& WHEIo|®= T8t 2k whdolxje] ECESEliptic Curve
Integrated Encryption Scheme) W& HS35 TR EZHN 5G o554l Thdo] AARIe R ko

T HJ&ED A SDF Feke Eola AgrRke 2
H

=
1F A78H-S o83l RSA ¢t59] HIE7]E EA4ske WHS /s 53514
=1

v
B FAEA 7)) B ool S E)
v

| B 53 242

ol
2
=7}
3

\
Lo
iz}
)
NS
%

253, A2 o2 3 J94es 7=
2=37

A OB Tl Bl 4 2 ) el 4 sk gSkES ] Bee) 53 axel 2

Fo] WEHH,

) Bee) £ 2 F HE A S kel ASE HAsk, U8 Al FEsiel, 4] ®

A B2 7177} SAE B BEE Sgss A
B E AR QY] 2ERA Sl B4 diA e
v OEEA AZE R B Pl B 2o, B s

T =}
Agste] 5 Z AlA T
[e) /(6]

m JEstE dojguo]xe] dos wE A X 9 WUy (YD)

X ©o
v HlolEjulo] 2 gt stol] HoRl 4Est BE AR ofF-E APEstal 4EE dEst BES 7|2E UolH

Eos) Wk AR 53¢

B 2ntEY]7]E JRRESE A AFA B (S
v 2utEZ|7]el dAste] GE R FAE Tl 717] AEe Adsta ks EolHE S 5 9l
T 2nEZ71E dAtEt 5 AFAAE AR
B FALE 7Nk G A A By (E9)
v 7171604 A EE Gl tig AE vlolHE FAEE e Hele T3l HdskA ARste] JsE
THE T e FAYE 7Hke] FF A FAE ALH
B LS 7 ek APE AR (2D
v Z}7Zke] Skl tigk A dlo|ElE AT HekS Bl ks AR & e dALE 7wk
oz A A 5l el sl Ak
B 3 A HEYINA v T 2HER N Mulz 94 FE 71 (EYD)
v oIE £ UESA A%S 8 T4 AA 4E 2848 A3k AlolESY] 7E B TS )
B3 55
B FF A A A2"E ol87 B HEA 74 8 (&)
v S RIERL FEHEA B2 EolA A WES A = 75 e R 53519

||
o
ol
L
In
;?

)
of
>
o3
ﬁ
m
r{vﬁ

_49_



=

=

7=}
=12

=

=] —
L.
o==

O

R Qpaeny)

S

}-

A
I, SON 7]5ol o

°

T A=A 28

Qs

7] 71gke] Btk AA (£

EX

EnE

1

=]
=
Eia

MUD & & (&)

2
Broadcast WlA]#A] G418 HA|

A
}o3 MUDManufacturer Usage Description)

3l

¥

o]
gl

A

=

=

[¢)

s

L
o

Fele] memw 2~ A|2Elo) o

L

& AEE 9

g Hk Al o

g 37

3 Hle]E

5

_]_1
E

Al A

=
IR

A Y EL =

=

=
ted FBSZHE 4l

o TLS

=
=

9

25

vooomuA AlA 7 fRpdTAY 7o

v BMANFS &&

v REH2 X
m 56 #A0IAe 89 J]A=o2RE SON 7|

m olElA) 44 7]

m_m

5

i Bd7E &2

o #33} duElEe A3

5o CIR &FR=e A8 ARE

=]
B

7
v

~
o
TH
O
I
2
W
of
mm
X
P
3
X
KO
Co
jul
Zom
o
T
it Mﬁ
W oo
o -
I UE
=~
o o
= ©
~ ©
me W
of o
> S
C-
1 i
J
M o)
=2
) E.*ﬁ
e
o
5 i
o N
]

B HAE =R

=

U3 gzt

H)o} =2y}

A i &

o &

5

&

Z
Z

T
3
L

p
R

=

o

[

3& 7
7IN71E e

_]

&

S 7HAA

QF
CE =
—a-= [e)

=S
._'__/\
B ]
-—'——}.\_'

=
A

A

A

T

=]
=]

5

1)

e
IEER R

i

A

=]
T

i

S

€ (&
g

[e]

=
NE Aol

)

)
PN
U

-Oriented Masking
ANA A4F AE

=

=4

| Threshold ImplementationS 2]-&
2771

| Domain-Oriented Masking

L

L

0

+ Threshold Implementation

hal

PIPOol| ™
1 Domain

PIPOol| T

°

°

71 <
v PQCol| AHEE = 4EE vlnl AstellA vlw Ay} BAd ARE FE5= A

S

<
<

}

=
}

=

o
o

S PIPO°l| o
Ak 7IREe] Bk darg]

B
% B
o)
=
B
% B
i)

7
7
o

v

v
B 2UfEE & A A FAEE

B AT E5 4% PIPO

m_m

o
o

=

S

QNS 7P

VS|
~

1=}
Ry

A

A

T

slo] ¥

S

 Re-Consolidating MaskingS- 28
- 50 -

0

+ Re-Consolidating Masking

hal

& PIPOol| th&!
PIPOol] o




uHé%E glo

b A5
m DPAPI 7|Rte] HolE A& &
v ZEec HES 93
s azesofo] thajel 22w A
A A= 719 UAE P PS8 3 o
o}t A=of 7|t A8 P IS QTP)
o2 BRAR e ool ALSE QTP 4

=i

AN

=

>
|

71

o];q
F =
v 11/_]_/\2

=Y

B Slo|E¥tx ¢h5s) Ve

v dlolg QtEslE A% 715 dEEsIsl] st ARgSE
2~ ¢tss}l 2| i3k 71&Y

AN A S ?-__uaz Kybere] y&7-3 7l€ Ol

v %kx}u% AYs #FEL

QLA

4 "

st dE72 AN UH

s 283 42T A
A7

Z]

vl

P LEEGO FE
A% dolguo]2SQLite)el] tigh v E A A
v 73% dlolEfrlo] (SQLite)ol] thet vUHE 7F o
ZE Alo] do]e] #]E 13 Replaying(14)
v UFE TP 587 GCSRPAo A 2=' DTk HA|A
application< o]-8ste] =237 GCSzke] <Al HolH &
AR Z]RE A ofo|HE RE((E]%S) 55

|
pE

E

E]O]H 3= A 9 v (&
= 93 Windowse] dlo]H ®B& APl
3l F2H-= HolHE
v (&=

gk]f; 31 Q

B33l 227

FDR(HIFHo|E7]8) 4A]-& 2=

MN'
o
_Td
o
i)
f
JJ
L

<)

E.pji:

g S P
21)
3)g P }

b slg o v

HE71E

SO1A, o5 AT £ A 1 HolEE
3= 450 WA 500nme] sl B 9

5‘.:

7K AR 8 1%

JE_
o

IR 79
o ==

o o=

T2 EZQ] MAVLInk dlo]E]E Replaying

27 ol f|o]EE A= ZTE 1Y

_5"_



Curve25519% ©]-&-3F Kybere] SETUP Z&2713 5%

NTRURKIER)7} 288 meEm2 TLS(Edd») T4 2209 55

=24 X X (Measurement Report) 3t<5 dlo|H H*jg]7] Z=2713

v ol 5A YEYINA LT 4 = Measurement Report(MAHE #|ZE)E 714 <59
Abgst7] el Atk AElss dA 7Y

S 71A = BA "oy gAY

v olTFTAUEY FdA BT 5 9= Measurement Report(RFIAHE HEE)
tolH =5 w4 tolHE AAdsts =203

g E595 AEZPIPO)Y| #H3 stego] npar) A=

v 3% ESY3T PIPO9| st=dol FRA HAE B4 te7 Y mkeAe A83 AZE S S53)

o

gtk A%

o

AR ZA g AZEMA(Softmax) U8 Y LEFE =] A%
[e)

g £ W Agelold daelE
v OARW B Y5 2TZENsY AY B QEFE FEs] AR WE

=

o

H
E HkH AlEGolH AZEYAE

o
CUDA C 7]qt a1

A Zo] wte}uelol] T3k PBKDF2-HMAC-SHA Family 114 A4 Wk

v GPU 71719 B4 AHYE Fstd 4 AAe] iz ¢sstd oA 718 1&50 2 WE A}
= 5749

% NS(&E YEHZ AHIE 9% S-DINHE 2 AF3AA 72U HEHD) 7 o|F% doly A4
A =2

v B Z2O3e 55 ONS EAE AHAE 2% ACEYOlGW)E -8 AZEA]] 5 B X

UHSDM(Underwater Hybrid Software Defined Modem, AAIZ/I)’” & o83l FAlE ‘F Holg]” &

‘3 SNS(Tho| EH| 2| AFA| tholH AFUE))” o ARHoRE T AElS 53 AU A4

t 7ke] A8E) dloly AE FA 73S YslA S-DIN(Seamless Delay Tolerant Network, 4122 A4

AU YEDD 7IRE FA 3% 4 Tlee A8

d7e Fd4dE dxsts A7HHE FT 1d2022.9.1.~2023.8.31)

A &)

HEATHHE 41

» A method for decrypting data infected with Hive ransomware
[Giyoon Kim, Soram Kim, Soojin Kang, Jongsung Kim, Journal of Information Security and
Applications]
20219 6€l S7<t Hive s golE 43519 2H, Hve ol =it 9js)E sl FBUVF HA1E
3k vb Atk Hive 9o = 1% dsiE HAsketar Jsfizte] 3 55 571 ¢él Hive @44
& B8t Bt S A7tk Hive Ad9ol9] h5st 3ge B4t A oksst dare]Fel
FoFHel A% F2lstsith Hive 9ol tashd dlolHE Rostd 4+ =S 3 53t 7]
ARE AF 7] HolES B2 o g E3tk 3479 RSA 7H17] glol 7] Elol&9] %%E EH-skal
A ZEE HolBE B35t

» Quantum rebound attacks on reduced-round ARIA-based hash functions
[Baek, Seungjun, and Jongsung Kim, ETRI Journal]

_52_



ARIAE= 2003 AlRFe =ul/9] & E5%So|H, TS ZEEFAE AUst= & d&zxl &
o ESYUEE 7N g ASTE TSk A gl AREE XIS T o
W8 Davies-Meyer, Matyas-Meyer-Oseas, Miyaguchi-Preneel, H]roseQ‘r MH So] EA)3k
A= AF3 5714 sAISHE A v2lo] ARIA EEU3TE AFES A4S d1E ¢+ 9= ool:z} J;
&tk vEe] FAATY A HFEE ARRS ¢ doh, OE2H dagEs o] 8dte 45 FAES

g

P
d

AR FE F deol €A Jor=E, i FAAE 7HskL ARIA 7|9 A ES ARt o]
of thgh At B4 Al TSt AAFE ol AAEe L/FE AL dEHOE ARIAE
7IWro 2 3t AR A A B S agsit s RS sidetA ¢ *‘:‘:}

» A study on cloud data access through browser credential migration in Windows environment

[Uk Hur, Soojin Kang, Giyoon Kim, Jongsung Kim, Forensic Science International: Digital
Investigation]

e thule] 22 plo]

27 Fgdde AHgshe E4 B 2y, §) BebeA o A% =
1 F2o| HekeArt A4

Jgloldsty axpyoz %} = AQZe WS Aokt =
© PEET AYSH Zlog Usons A4 39 ¢F A% e ATk 59 44 33
%o 24 Z=H-E 7FH3] o] Fshe mlol1glolA

& 2] AR o)5 B s YEsA o
e FASAT: 5 2870 BekeAel e ZeWA vlo|adlold HBE WAYOm, 1 F Torsk 2
o HolHE A S Yl BESAE A BE HSAGIA Blo]Teolie] s BT
slo| 2glol el AAZHE olgsle] AF AGIHE 20%9] U Aulze] TR 239 B wlole] ol
Ped AL sl

» DIM-based Random Number Generation Using Quantum Noise Resources
[Hansaem Wi, Seyoon Lee, Okyeon Yi, “DIM-based Random Number Generation Using
Quantum Noise Resources”, Hindawi WCMC, 2022.]
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» Analysis of Dlstmgmshable Security between the One-Time Password Extraction Function
Family and Random Function Family
[Hyunki Kim, and Okyeon Yi, “Analysis of Distinguishable Security between the One-Time
Password Extraction Function Family and Random Function Family”, MDPI Appl. Sci. 2023,
13, 8761.]

U3 vk EE QT Al 3 WIRE ARSShs HIRRIEE ARSShs Hol AISFoR te s IT AL
oA Yk o s AREHT OTP%;:— g J31= TR ol sl A S ARtEAS ARSI AT} e SALS
. o}Zl“ 1/\1% HE%Q RF ARESE] wltel 11 °‘T— %%‘813— dare|gol dasith w3t

_53_




TN ABHE FoE 78 it Bd S04 Egee o ddee EAaT. HeA Om
52§ Ads A9 I ARl ms) T8 JPew Bk SHolA Heksithe 422 Wit

» Rider Optimization with Deep Learning Based Image Encryption for Secure Drone
Communication
[N. Kannaiya Raja, E. Laxmi Lydia, T Archana Acharya, K. Radhika, Eunmok Yang and
Okyeon Yi, “Rider Optimization with Deep Learning Based Image Encryption for Secure
Drone Communication”, IEEE ACCESS. 2023]
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g % ek 217 mUEPel N B8] ojo|E BTEE AES A% T ddo] EAs] mie] n
gro] F8 A9loIgit), Wehd B el At ofulx 253} s|uk Mok S BAODLE-SDO) 71 F
@ H29| | 22 270tk ODLE-SDC 719 8 o 215 R A QoA Estael 1
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v
33} 78S AAsI golt A3 duEEHROAS AHeSte] A9 718 A3 onr] BF =
ZA| 2% EfficientNet-B4-CBAM 54 5% 9 ESAE(Enhanced Stacked AutoEncoder) £-55 Z3slo]
FETE npAeto 2 oln)z] BF xAl|2E EfficentNet-B4-CBAM 5% %2 9 ESAE(Enhanced Stacked
AutoEncoder) E/E X&3le] Fhdh

EfficientNet-B4-CBAM 7|®2] slo|sjglelu]E] £y wo]z|Qt HAZHBO) Lug]ZS ALRsle] o]Fo]
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» Energy Optimization Techniques in Underwater Internet of Things: Issues, State-of-the-Art, and
Future Directions
[Delphin Raj Kesari Mary, Eunbi Ko, Dong Jin Yoon, Soo-Young Shin and Soo-Hyun Park, water
2022]
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» Practical Entropy Accumulation for Random Number Generators with Image Sensor-Based Quantum Noise
Sources
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[Choi, Youngrak, Yongjin Yeom, and Ju-Sung Kang. 2023. “Practical Entropy Accumulation for Random
Number Generators with Image Sensor-Based Quantum Noise Sources® Entropy 25, no. 7: 1056.]
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» End-to-End Post-Quantum Cryptography Encryption Protocol for Video Conferencing System Based on
Government Public Key Infrastructure
[Park, Yeongjae, Hyeondo Yoo, Jieun Ryu, Young-Rak Choi, Ju-Sung Kang, and Yongjin Yeom. 2023.
“End-to-End Post-Quantum Cryptography Encryption Protocol for Video Conferencing System Based on
Government Public Key Infrastructure® Applied System Innovation 6, no. 4: 66.]
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783} w711 &(Key Encapsulation Mechanism, KEM)}-S A-838F= WHS AQkgo =24, GPKI 7¥ =2
EZo] 2t 3 319 A2El] HRE S A HirEH WS THe A E AS A
a3k

11

» “APSecl.0: Innovative Security Protocol Design with Formal Security Analysis for the
Artificial Pancreas System®, Jiyoon Kim, Jongmin Oh, Daehyeon Son, Hoseok Kwon, Philip
Virgil Astillo and Ilsun You, Sensors (SCIE, 1.F=6.3)
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» Chosen-Ciphertext Clustering Attack on CRYSTALS-KYBER Using the Side-Channel
Leakage of Barrett Reduction
[Bo-Yeon Sim, Aesun Park, Dong-Guk Han, “Chosen-Ciphertext Clustering Attack on
CRYSTALS-KYBER Using the Side-Channel Leakage of Barrett Reduction “, [EEE IoT
journal 9 (2022): 21382-21397 ]
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» Deep-Learning Based Nonprofiling Side-Channel Attack on Mask Leakage-Free
Environments Using Broadcast Operation
[SeongHyuck Lim, Hye-Won Mun, Dong-Guk Han, “Deep-Learning Based Nonprofiling
Side-Channel Attack on Mask Leakage-Free Environments Using Broadcast Operation “,
IEEE ACCESS 11 (2023): 94335-94345 1]
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» AVX512Crypto: Parallel Implementations of Korean Block Ciphers Using AVX-512
[“AVX512Crypto: Parallel Implementations of Korean Block Ciphers Using AVX-512“ by YongRhyel Choi,
Hojin Choi, and Seog Chung Seo, IEEE ACCESS (SCIE, [F=3.476)]
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PTLdPFS T HRMA 2RI 7|22 dE] ARRE DL Jlom, ofEFeAlo] (el Bt B4l E5A
A A 2", SERPE ARl 5 doe 7UA8ES FReE] At 35 st daggoltt o] =&
g 73S Aekth AQ2& Single W& oiel AVX(Advanced Vector eXtension)-5125 o83k
2 93, HZ o8 17 Intel Y Al2Eo] B3F U HolE|(SIMD) HHol AE A7 %
2(CPU)CIL). T Ldare]FS LEA HIGHT 9 CHAM 22 ¢3o|th F7pHoR, B =RiAs =3
zb daglgel 9 AAE A8 7Fsd 7 7S AR ol Ball 7+ dargElsel 2A AVX-512
o] ¥ Az WS AL 4 ok AQkE LEA-128(192, 256 resp.) THL thei e A% S
Hojzth, Fz = 9 HGHT 783} wlmake] 506.09%323.31%, 386.76% resp) @l¥elx~ == tjn]
520.88%2] A5 S HoFrh T3k CHAM64/128(128/256 resp.) T+l A= 1,325.81%(833.61% resp.)
o] s e HAFET.
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P Optimized Implementation of PIPO Block Cipher on 32-bit ARM and RISC-V
[“Optimized Implementation of PIPO Block Cipher on 32-bit ARM and RISC-V Processors “ by
YoungBeom Kim and Seog Chung Seo, IEEE ACCESS (SCIE, IF=3.476)]

ICISC'20200 4= A% B5 ¢+s PIPO-64/128¢] 3= Ut 8HIES] PIPO E+3d HE|A| S-boxE At
&3k e v AY £F ¢3RG ¢ U2 %S Btk 8HIE AVR 79 darEls AF7HA
PIPO @& 13 HA3st e befeh SolA AGHAT T2ivd F 7HAel tigk HZ35 d7+=
THHA ettt de] AM8EE 2HE 7)§E =244 ARM Cortex-M4 9! RISC-V. RISC-V 3 ARM

_56_




Cortex-M ©]% Alg]= Z#giZo H|E 7|4k SIMDGSingle Instruction Multiple Data) H=EHo|S x| dslx] &
<ok A BEst HEgs HgstEd SHe aelsof gtk E =Rel4= 32HE RISC-V 9 ARM
Cortex-M4 7S 13 PIPO 78 HA3} Wi E] dis] =olgich ARk dA 28 ~AEH 9 vpx
2 71Es B3l Slayere] AeS FAISh= Aol R-Layer 73d3e] ®WEAH. =3 20Tl
(on-the-fly) 7] 2A1E% 7IH& ALgth viAgew 7|& Iz 733 vwstd o3 2t RISC-V
2 ARM Cortex-M4 ZEZNA 4719] Lut H 2BV} FAo dosleEd L EQ o 2+ 229%, 370%2]
AHE g3t

» Signature Split Way for PQC-DSA Compliant with V2V Communication Standards

[“Signature Split Way for PQC-DSA Compliant with V2V Communication Standards“ by YoungBeom Kim
and Seog Chung Seo, MDPI Applied Sciences (SCIE, 1F=2.838)]
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